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Introduction

Collaboration, including international collaboration, is a cornerstone of modern
scientific research. International scientific collaborations are more frequent now
than in the past, and growing evidence of cases of problematic activities has led to
increasing scrutiny of how collaborations can be misused. This paper describes
early indicators or warning signs that a collaboration might have risks that warrant
mitigation to help readers identify when research security may be jeopardized.

This paper also describes a framework, structured around three pillars, to aid
researchers, research institutions, and research funders in identifying, assessing,
and managing risks associated with global scientific collaborations. This framework
can be applied to research collaborations within the same country (when all
researchers work under the same legal structure and societal expectations), though
it is particularly useful when collaborators are in different countries (and do not
necessarily work under the same legal structure and societal expectations). The
framework can support reciprocity in scientific research so that researchers and
institutions in different countries can share in the process and results of scientific
research, particularly when economic inequalities and other elements of power

and influence may be unevenly distributed across the research collaboration. The
framework provides a list of indicators for researchers and research institutions

to consider when assessing the risk of a new or ongoing collaboration. Research
institutions can include this framework in their research security processes as a tool
or checklist.

What Is Research Security?

Research security is a collection of efforts, processes, and tools that goes by
different names depending on the country, reflecting different national agendas
and ministerial responsibilities. In the United Kingdom (UK), it is more commonly
known as trusted research; in the Netherlands, knowledge security; and in Sweden,
responsible internationalization (see Table 1).

Despite the use of different terms, the underlying goal remains largely the same: to
protect the inputs, processes, and outputs of research from being misappropriated
and misused by others, whether at home or abroad, while upholding and bolstering
the open and collaborative nature of science.

In practice, research security means implementing a set of safeguards to protect
critical knowledge, data, equipment, and technologies generated from the work
of researchers from often legal but unauthorized exploitation or illegitimate
transfer to other parties. These safeguards might include cybersecurity measures,
disclosure forms, due-diligence and risk assessment processes, visa screenings,
export controls, and restrictions on physical access to sensitive research facilities,
particularly for science that is not as protected as intellectual property (IP).

Striking the right balance is crucial, as working with untrustworthy partners
can jeopardize a country, institution, or individual’s economic and security
interests. Research partners who have been unwittingly compromised, such




as by allowing another research partner into their data networks, create invisible vulnerabilities. Avoiding
valuable collaborations entirely can be equally damaging; therefore, this paper provides guidance on how to

collaborate safely.

Table 1 |Research Security-Related Terms

Country or Organization

Definition

gl Australia

Countering foreign
interference in

the Australian university
sector

"Foreign interference occurs when activities are carried out by, or on behalf of a foreign
actor, which are coercive, clandestine, deceptive or corrupting and are contrary to
Australia's sovereignty, values and national interests."

.] France

Protection du potentiel
scientifique et technique
de la nation [protection of
the nation'’s scientific and
technological potential]

Protecting the nation’s scientific and technological potential means “protecting the
most ‘sensitive’ knowledge, expertise, and technologies produced by public and private
institutions (research laboratories, companies, etc.) located on the national territory.
The misappropriation or acquisition of which could: 1) harm the economic and scientific
interests of the nation; 2) strengthen foreign military capabilities or weaken French
defense capabilities; 3) contribute to the proliferation of weapons of mass destruction
and their means of delivery; 4) be used for terrorist purposes on national territory or
abroad."®

G7
Research security

"Research security involves the actions that protect our research communities from
actors and behaviours that pose economic, strategic, and/or national and international
security risks. Particularly relevant are the risks of undue influence, interference, or
misappropriation of research; the outright theft of ideas, research outcomes, and
intellectual property by states, militaries, and their proxies, as well as by non-state actors
and organized criminal activity; and other activities and behaviours that have adverse
economic, strategic, and/or national security implications."

5 Germany

Research security

"Research security refers to measures that protect our research community from actors
and behaviors that pose an economic, strategic, and/or national and international
security risk."

‘ [ ) ‘ Japan
Research security

"Research freedom, transparency, and openness are essential for the pursuit of
knowledge and the development of society, and this is the virtue of research. Still,

there are concerns that the improper use of an open research system may damage

the integrity and fairness of the research system, increase the risks of misuse of
research outcomes, and lead to technological leakages. The importance of openness of
research does not change, but it is necessary to protect academia from such improper
movements. Though there must be no discrimination based on race or nationality."®

= Netherlands

Kennisveiligheid
[Knowledge security]

"Knowledge security refers primarily to preventing the undesirable transfer of sensitive
knowledge and technology with negative implications for our national security and ability
to innovate. It also involves covert activities aimed at influence and interference activities
on the part of state actors within the context of higher education and science. Such
foreign interference can lead to forms of censorship (including self-censorship), thereby
resulting in the impairment of academic freedom. Finally, knowledge security concerns
ethical issues relating to collaboration with individuals and institutions from countries in
which fundamental rights are not respected."f




Table 1.—Continued

Country or Organization Definition
OECD (Organisation for “In a globalised research ecosystem, ensuring research security means preventing
Economic Co-operation undesirable foreign state or non-state interference with research. The main goal of
and Development) research security is to protect the research ecosystem and thus protect legitimate
Research security national and economic interests."d
‘ z.: ‘ Republic of Korea “The term ‘national core technology’ refers to technologies designated under Article 9
National core technology that may have a significant adverse effect on national security and the development of
the national economy if divulged abroad, due to their high technological and economic
value in domestic and foreign markets or the high growth potential of related industries.""
Sweden “Being responsible involves the consideration of ethical, legal, financial and security
Responsible aspects. Frequently different goals, such as quality, transparency and security, must be
internationalization balanced. Making these trade-offs requires extensive knowledge of the international
landscape, beyond the area of cooperation itself."!
== united Kingdom “'Trusted research’ is a research and innovation sector term for protecting the UK's
Al Trusted research intellectual property, sensitive research, people and infrastructure from potential theft,
manipulation and exploitation, including as a result of interference by hostile actors."
United States Research security refers to “[s]afeguarding the research enterprise against the
Research security misappropriation of research and development to the detriment of national or economic
security, related violations of research integrity, and foreign government interference."«

8 Australian Government, Guidelines to Counter Foreign Interference in the Australian University Sector, p. 5.

b Secrétariat Général de la Défense et de la Sécurité Nationale [General Secretariat for Defense and National Security], French Government, “Protéger le
potentiel scientifique et technique de la nation.”

¢e7 Working Group on the Security and Integrity of the Global Research Ecosystem, G7 Common Values and Principles on Research Security and Research
Integrity, p. 2.

9 Federal Ministry of Research, Technology, and Space, German Government, “Research Security.”

e Japan Science and Technology Agency, "Efforts to Ensure Research Security to Protect Freedom of Research.”

f Loket Kennisveiligheid [Knowledge Security Desk], Dutch Government, National Knowledge Security Guidelines.

9 Organisation for Economic Co-operation and Development, Integrity and Security in the Global Research Ecosystem, p. 19.

" South Korean Ministry of Trade, Industry, and Energy (Technology Security Division) [x+¢]5 4} 91 5-[7]4<F12.3}], Act on Prevention of Divulgence and
Protection of Industrial Technology (Abbreviated: Act on Protection of Industrial Technology) [4F$171%¢] 2] 2 5 5o #ak WE (oA 457]en a3)).
? Swedish Foundation for International Cooperation in Research and Higher Education, “Responsible Internationalisation.”

J UK Research and Innovation, “Trusted Research and Innovation.”

K Subcommittee on Research Security, Joint Committee on the Research Environment, Guidance for Implementing National Security Presidential
Memorandum 33 (NSPM-33) on National Security Strategy for United States Government-Supported Research and Development, p. 24.




Research security is not a new area of interest. It
builds on established practices, such as research
integrity guidelines, export controls, classified

research protocols,' and counterintelligence and
anti-espionage efforts, to name a few. The specific
term research security gained traction in the

United States in the 2010s, as China’s science and
technology capabilities grew relative to those of the
United States. Although the Chinese government
has long pursued efforts to acquire foreign scientific
knowledge and technologies, U.S. concerns and
responses only intensified as the technological gap
between the two nations began to close and Chinese
state-driven technology transfer efforts directly
threatened the United States’ competitive edge.

But research collaborations can have risks from
around the world, not only from China, and research
security is being formulated to help address those
risks. Among European Union (EU) member states,
priorities vary in terms of specific countries on which
they focus: Some countries are primarily concerned
with Russia,? others with China, and still others with
the United States, Iran, Turkey, or Saudi Arabia.?
More often, however, countries prefer to adopt a
country-agnostic approach—meaning that they avoid
singling out specific nations or specific incidents for
violations of research security—and instead refer
broadly to “countries of concern,” “foreign actors,”
and recurring activities or behaviors.

How Can Research at Risk of Undue
Influence Be Identified?

International research partnerships—especially

in fields in which countries and companies

are competing for new advancements, such as
quantum computing, artificial intelligence (AI),
and aerospace—bring both benefits and security
challenges. Assessing the net costs and benefits may
prove to be difficult without a fuller understanding
of the various ways in which those collaborations
benefit all sides, as well as the broader research
community. For the purposes of this discussion, we
use three fundamental “pillars” of research security
to help unpack problematic activities and categorize
incidents and activities.

The pillars below are drawn from sources listed at
the end of this document (universities, government
agencies, and research organizations) and provide
a framework for understanding, discussing, and
mitigating risks in international collaborations.
The global frameworks we examined consisted of
Canada’s Tri-Agency Framework and Safeguarding
Your Research portal;* the UK Research and
Innovation trusted research and innovation
principles;® frameworks from the Organisation

for Economic Co-operation and Development and
the League of European Research Universities;®
Canada’s National Security Guidelines for Research
Partnerships;’ the Five Eyes Secure Innovation
Initiative;® Australia’s University Foreign
Interference Taskforce guidelines;’ the EU’s 2022
toolkit;'* and Japan’s JST-TRUST."

These pillars are universally applicable, no matter
which country is involved in the collaboration.
Researchers and their institutions can use these
pillars when assessing the risks of collaborations.



Protection of
Data, Knowledge,
Results, and
Products of
Research

Do you control who gets access to prepublication
data, findings, and discoveries? Do you know who
is using prepublication research and products?

The first pillar focuses on safeguarding the products of
research—the ideas, data, prototypes, and other items
that result from the research—from theft, manipulation,
or unauthorized use. Research security entails protecting
proprietary knowledge, technologies, and materials so
that they are not misappropriated to the detriment of
the researcher’s work and reputation or of economic or
national security. This pillar accounts for the fact that
cutting-edge research (e.g., in AI and quantum) is often
targeted by actors seeking illicit advantage.

One key concern is the potential for theft or illicit transfer
of data, technology, equipment, or know-how. In research
collaborations, a problematic partner is one who siphons
off confidential data or duplicates research materials
without permission.

China’s legal and regulatory framework creates a
challenging environment for the protection of results and
products of research. Chinese national security-related
laws stipulate that Chinese nationals and entities must
comply with the state, even when operating abroad or in
collaboration with foreign partners. For example, the 2017
National Intelligence Law requires Chinese organizations
and individuals to “support, assist, and cooperate with

state intelligence work,” effectively mandating compliance

with government demands, including the transfer of
sensitive data or research outcomes.'? Similarly, the 2023
Counter-Espionage Law and the 2017 Cybersecurity Law
grant the Chinese government broad authority to access
data and IP, even from private companies and academic
institutions, under the pretext of national security.'?

Research security
entails protecting
proprietary knowledge,
technologies,

and materials so
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These laws create significant risks for foreign
researchers collaborating with Chinese institutions.
For instance, joint projects may result in IP

being appropriated by the Chinese state without
proper acknowledgment or compensation. This
regulatory framework undermines trust in research
collaborations and raises concerns about the
misuse of scientific discoveries for strategic or
military purposes.

The following box shows several additional tactics
that undermine this pillar.

Tactics Undermining the Protection of
Results and Products of Research

= Unpublished data are copied or exported without
permission.

= Findings are transferred to third-party actors abroad
prior to publication, and peer review or institutional
oversight is bypassed.

Covert parallel research takes place in a partner
institution using jointly developed data with no
acknowledgment or IP sharing.

Collaborators, institutions, or governments gain
unauthorized remote access to research systems or
cloud-based datasets.

Prototypes shared in good faith during collaboration
are reverse engineered for national gain or
competitive use.

Coauthorship or credit is required as a condition for
collaboration, despite minimal or nontransparent
contributions by coauthors.

Key methods or data are withheld by a stronger
collaborator to create dependence while extracting
knowledge.

A stronger collaborator uses coercive tactics to
manipulate junior collaborators into agreeing to
undesirable terms.

Data hosting on foreign servers is mandated,
increasing the risk of state access, manipulation, or
surveillance.

Prior agreements are circumvented through
publishing or patenting abroad before joint
ownership is finalized.

Joint research outputs are used for unapproved
dual-use applications (e.g., surveillance technology
is derived from Al-related health tools).
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Transparency
and Disclosure

Are your research partners who they claim to be? Are they
working on what they should—and for whom they say they
do? Transparency within the research collaboration—between
and among research partners—is the second pillar of research
security. Transparency reveals potential export control breaches
and conflicts of interest or commitment and mitigates the
opportunity for hidden agendas. When partners provide false

information or fail to fully disclose information to each other, such

actions raise serious questions about motives.

Research security often begins to falter when transparency is
compromised. At this point, research institutions, funders, and
individuals must step in to monitor and address the risks.

One warning sign that this pillar has been compromised is failure
to disclose foreign sources of funding. Such nondisclosure violates

this pillar and can lead to serious consequences, including the
jeopardization of other sources of funding or even legal action.

For researchers collaborating with the U.S. government, failing to

abide by disclosure rules or lying on grant applications, and then
later being found out, could result in their research grants being
terminated, for example.

A subtle warning sign—often only clear after the fact—is when
a collaborator misrepresents the intended end use of the work.
The mismatch may emerge only once the research is complete or
after due diligence uncovers undisclosed affiliations or funding.
An example might be participating in a research project under
the pretense of conducting benign civilian research but secretly
intending to use the results for military, illicit, or undesirable
purposes. One documented example is the proposed Imperial
College London Data Science Institute (DSI) partnership with
China’s Jiangsu Automation Research Institute (JARI) (the
“Future Digital Ocean Innovation Centre”). Imperial described
the planned work as civilian-focused (i.e., involving ocean
modeling and forecasting, logistics, and data tools), but a
November 2018 Chinese-language email from JARI’s head of
research stated that JARI wanted DSI’s help developing data-
visualization tools, including for military purposes, explicitly
referencing “smart military base(s)”—a purpose that was not
translated into English in the email chains provided through a
freedom of information request."

Research security
often begins

to falter when
transparency 1is
compromised. At
this point, research
institutions,
funders, and
individuals must
step in to monitor
and address

the risks.
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Ensuring robust disclosure from all collaborators
is vital so that partners know with whom they are

working. Recent evidence reveals collaborations
between Western researchers and Chinese Al labs
on technologies for urban applications, including
traffic management and environmental monitoring.
A December 2025 investigation found that leading
universities, including the Massachusetts Institute
of Technology, Stanford, and Oxford, collaborated
with two Chinese state-backed AI laboratories—the
Shanghai Artificial Intelligence Research Institute
and Zhejiang Lab—that have deep ties to China’s
surveillance apparatus and Ministry of Public
Security."”” These collaborations, which received U.S.
and UK government funding, developed technologies
that included gait recognition, multi-object tracking,
and facial recognition systems. While many of these

technologies have legitimate civilian applications,'
the same Chinese partner institutions have deployed
similar technologies for mass surveillance, including
in Xinjiang, where members of the ethnic Uyghur
Muslim minority have been subject to large-scale
detention and imprisonment policies. The extent

to which Western researchers were aware of their
collaborators’ connections to surveillance operations
or adequately disclosed these relationships to their
institutions and funders remains unclear and
represents a potential failure of due diligence and
transparency in international research partnerships.

The following box shows several other tactics that
undermine transparency and disclosure in research.
Researchers and institutions should watch for these
signs to identify when their work might be targeted for
foreign exploitation or misuse.

Tactics Undermining Transparency and Disclosure

= Researchers or institutions provide or have a historical
track record of providing incomplete or inconsistent
disclosure of affiliations, including those of research
collaborators, funding sources, obligations, and other
relevant relationships.

Researchers refuse to provide information about end
users or end use, or researchers use delay tactics to
avoid answering questions.

Researchers use historical institutional names, acronyms,
or aliases that omit defense ties to evade due-diligence
and compliance efforts.

Public-facing materials (such as websites, publications,
and curricula vitae [CVs]) contain inconsistent affiliations
or omit known partnerships, making it difficult to verify a
collaborator’s true institutional alignment or obligations.

A collaborator is asked to sign a secrecy agreement or

a nondisclosure agreement before affiliations, roles,
research goals, and funding sources are revealed.
Although this may appear to be an IP protection measure,
it can sometimes be used to conceal the true nature or
intent of the research.

= There are discrepancies between public-facing
and internal representations (e.g., multiple versions
of websites), including discrepancies between
native-language information and given information.

Overly scripted or evasive messaging about research
goals, particularly when all collaborators repeat identical
talking points or avoid discussing potential applications.

A collaborator’s CV indicates either overqualifications or
underqualifications for the project, or their skills do not
align with their stated qualifications.

A third party finances the research to avoid end-user
identification.

Requests are made to bypass or avoid institutional
compliance, ethics, or export control reviews.

= A partner’s website is purposely not accessible in your
jurisdiction, complicating due-diligence efforts.



Governance

Are you aware of the applicable governance
regulations, structures, processes, and policies?
Are you aware of the laws, norms, and requirements
of your partners’ host countries? The third pillar
involves the establishment of and adherence to laws,
policies, management structures, and norms that govern
research and international collaboration in research.
Collaborations that bypass safeguards, centralize control
with one research partner, or operate under vague or
shifting terms may create exploitative dynamics, restrict
scientific reciprocity, undermine academic standards,
and compromise academic freedom. This pillar includes
complying with export control regulations, following
security protocols for sensitive technologies, and
establishing clear governance for collaborating.

High-tech research that is protected under export control
laws cannot be shared with foreign entities without
authorization. Accordingly, export control governance
and compliance are listed as main focuses of research
security programs.

Beyond legal compliance, this pillar includes the
establishment and socialization of formal oversight
structures (e.g., review committees, due-diligence
processes) to ensure that collaborations are conducted
on equitable and secure terms. Some universities have
created dedicated review committees to vet high-risk
international projects, evaluating such factors as the
backgrounds of research partners, potential dual use

of research, and other potential red flags. These bodies
provide guidance to researchers on maintaining security
and integrity in their research collaborations and allow
that expectation to be shared among collaborators.

One risk to securing research is the circumvention

of export controls or regulations. A collaboration

might involve access to sensitive information (say,
satellite capability information or AI algorithms), and,
without shared governance structures or with unclear
expectations on either side, that information can find its
way to team members who are not authorized to receive

11
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it. Such transfers can occur either intentionally or

because of insufficient oversight. Strong research
security puts in place rules and processes for
clear and shared protocols and expectations for
information, knowledge, and technology transfer
that are enforceable through known mechanisms.
For example, this may include export-control
compliance processes, institutional conflict

of interest and disclosure systems, and formal
cybersecurity controls. Each may have clear
ramifications if not followed and help codify the
overall intent of the focus on research security.

Another issue could be a lack of governance

or enforceable agreements, which can enable
unethical partners to dominate or exploit
collaborative relationships. Power imbalances

and language barriers may undermine trust and
academic freedom, causing junior collaborators

to share science with stronger partners without
reciprocity. This is why some organizations stress
that global engagements must be “reciprocal,
transparent and aligned with research terms and
conditions, which promote broad dissemination

of information.”"” Proper governance can help
enforce reciprocity and transparency and reduce
the risk of undisclosed objectives. By setting clear
collaboration terms (e.g., disclosure of funding and
affiliations, publication and data-sharing rules,
export-control and dual-use screening), providing
role-based compliance training, and applying
proportionate oversight (e.g., review checkpoints
and auditability), research organizations can better
ensure that collaborative projects follow both legal
requirements and institutional expectations for
fair collaboration.'®

The following box highlights several tactics of
concern that undermine standards of governance.

Problematic Tactics in Governance

= Partnerships between institutions of unequal size
and influence or partnerships across international
borders lack formal ethics, legal, or IP review
processes; or, in these partnerships, there is
pressure to relocate oversight to jurisdictions with
weaker standards that benefit one party over
another.

There are restrictions that allow one partner
exclusive or disproportionate access to shared
data, access to research facilities, or control over
publication rights.

There are vague or frequently changing partnership
terms that lack formal documentation or mutual
review.

There is a lack of documented policies governing
international collaboration, such as procedures
for partner due diligence, disclosure requirements
for foreign affiliations and funding, or protocols for
data-sharing and IP management.

There is no designated point of contact for research
security or compliance oversight.

There is a lack of shared standards or transparency
around data provenance, audit logging, platform
security, or compliance with export control and
privacy regulations.

Requests are made to adopt weak or asymmetrical
data protection practices that grant one party
disproportionate access to data and information
systems. These requests could include the use

of unverified information platforms or informal
methods for data transfer.

There is a lack of signed data-handling agreements,
and/or there is reliance on verbal agreements in lieu
of written agreements.

There is a lack of awareness of or disregard for
applicable export controls, data protection laws,
data privacy laws, and other national rules for
handling data collected from human subjects.



Summary

Research security is critical in enabling scientific
progress and international collaboration while
mitigating risks to national security, economic
competitiveness, and standards. Effective

research security practices recognize the growing
interconnectedness of global research along with
the heightened vulnerabilities of such research,
especially in high-tech fields, such as AI, quantum
computing, biotechnology, and aerospace. State
actors can exploit open academic systems, leverage
dual-use technologies, siphon off IP through
nondisclosure agreements that are unknown to
researchers’ employers, or employ covert tactics.
Failing to address these risks may result in stolen
innovations, compromised data, and unethical
research applications and may degrade national
security. Institutions and nations must establish
robust governance mechanisms to prevent
exploitation while maintaining the openness essential
to scientific advancement.

The framework we present in this paper provides

a list of indicators that researchers and research
institutions can consider when assessing the risk of a
new or ongoing collaboration. Research institutions
can include this framework in their research security
processes as a tool or checklist. If any indicators from
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this framework appear in research collaborations, the
collaborators and their institutions should consider
the context for the risk and whether the risk should
be mitigated.

At the core of safeguarding research security

is the challenge of balancing transparency and
collaboration with the protection of intellectual
assets. Without proper safeguards—such as export
controls, cybersecurity protocols, disclosure
requirements, and due-diligence mechanisms—
international partnerships may serve as avenues

for espionage, economic exploitation, or unethical
applications of research. As demonstrated by the
examples in this paper, the stakes are not limited to
hypothetical risks but extend to real consequences
for economic development, scientific credibility, and
global power. Research security is therefore more
than just an administrative or procedural concern;

it is a cornerstone of sustaining trust, equity, and
safety within the global research enterprise. Research
security offers a preventative strategy to manage risk
before detrimental effects occur. The challenge is to
do so without compromising the collaborative ethos
that drives scientific discovery and while minimizing
extra burdens on researchers.
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! Examples include specific post-World War II systems, such as International Traffic in Arms
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2 European Commission, “Statement on the Need to Protect EU Research and Innovation from Foreign
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6 Overlaet, 4 Pathway Towards Multidimensional Academic Careers.

7 Government of Canada, National Security Guidelines for Research Partnerships.

8 Office of the Director of National Intelligence, “Secure Innovation.”

9 Australian Government, Guidelines to Counter Foreign Interference in the Australian University Sector.

10 Directorate-General for Research and Innovation, European Commission, 7ackling R&I Foreign
Interference.

" Japan Science and Technology Agency, “Efforts to Ensure Research Security to Protect Freedom of
Research.”
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